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Abstract

Phishing email attacks represent a significant amount of the threat in the cyber security landscape,
vulnerable individuals and organisations are at risk due to human error in recognition of social
engineering techniques and flaws with current phishing detectors such as traditional spam filters
which rely on predominantly trigger words for detection. A thorough literature review creates a
basis to expand upon existing knowledge analysing the existing methods of evaluation and the
current state-of-the-art. This project explored the use of machine learning techniques and the
natural language processing tool BERT for creating representations of semantic meaning, while
implementing a pragmatic approach to model training. The model is evaluated with industry-
standard metrics and compared to other studies concluding that there is evidence of some
improvement amongst existing methods, with this project yielding an accuracy and recall of
approximately 98%. The model has also been integrated into a piece of software to demonstrate
how the model could be incorporated into a live application. The report also provides insight into

future work on how this model could be improved to increase its performance metrics.
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Chapter 1 — Introduction

Phishing emails are a type of spam email that attempts to impersonate a legitimate entity for the
purposes of financial gain or to acquire sensitive information from the victim (Zieni, Massari and
Calzarossa, 2023). Phishing attacks are one of the most common types of cybercrime, according to
the FBI’s Internet Crime Report phishing emails were responsible for 44 million USD worth of
damages (FBI, 2022). The prevalence of phishing attacks has increased since the start of the
pandemic as people start to work from home. The home environment makes phishing attacks more
successful as organisations cannot pre-install vital software that can defend against phishing attacks
such as Intrusion Detection Systems (IDS) (Abroshan et al., 2021). This highlights the importance of

having good defences and mitigations to avoid losses to individuals and organisations.

Spam filters are the most common defence against phishing emails and often come pre-installed on
many email clients. Spam filters often employ tactics such as black and white lists of allowed and
disallowed emails to send and receive from, as well as using trigger words commonly found in
phishing emails (Kaddoura et al., 2022). These methods are very simplistic and do not consider
various other factors that indicate an email is an attempted phishing attack, they may also
commonly flag emails that are legitimate. User education is often mandated for employees of
businesses as humans are commonly the weakest point in any system's security. This practice
teaches people how to recognise the signs of a phishing email and report them (Castafio et al.,

2023).



Aim:
The project aims to develop a machine learning model and implement it into a piece of software that
reads incoming emails and flag them as legitimate or phishing emails and warn the owner of the

inbox of this at an accuracy higher than a traditional spam filter.
Objectives:

1. Establish the current common techniques used in machine learning and associated data-
gathering techniques by researchers working on detecting phishing attacks with this
method. This objective involves reviewing relevant research papers in journals such as IEEE,
using search terms such as “machine learning”, “phishing emails, “natural language
processing” etc. Only articles published within the last 5 years were considered for review
due to the speed at which knowledge and research processes in this field. This helps achieve
the aim by identifying the challenges associated with this field so they can be addressed
before the beginning of the project. This objective can be considered complete once the
literature review is completed. A Timeline for completion is also included in Appendix D.

Establishing the current state of research helps in identifying the best practices to use to

develop the ML model and program.

2. Acquire a suitably large and representative dataset which contains the features relevant to
this project. (l.e. text body, subject header). This objective also includes the cleaning of this
data and an exploratory data analysis. This data is needed in order to train the machine
learning model to an accurate enough degree. This objective will be completed when the
data is able to be read by the machine learning algorithm without error and relevant graphs
and statistics have been created. The timeline for this objective is shown in Appendix D.

Acquiring a cleaned dataset is necessary to create the ML model required by the aim.

3. Use the algorithms, Support Vector Machine (SVM), Random Forest (RF), and Logistic
Regression (LR), to create machine learning models using the created set of data from
objective 2 and then tune the parameters using the validation data set to enhance the
accuracy. Then, develop code that incorporates this model to intercept emails and classify
them as phishing or legitimate. Once this objective is completed, the code should be able to
display emails as plain text and show a classifier for the emails as they arrive in the inbox.
The timeline for this objective is shown in Appendix D. The creation of this software will

satisfy the development segment of the aim.



4. Evaluate the effectiveness of the created model, made in objective 3, against the accuracy of
a traditional spam filter by calculating evaluation metrics such as accuracy, recall and F-
Score. This will indicate how the proposed solution performs in comparison to a traditional
spam filter. The objective will be completed after the testing data has been inputted into the
model and the metrics have been calculated, this is then compared to the metrics from the
spam filter in order to see if any improvement to accuracy has been made as outlined in the

aim. The timeline for the evaluation stage is included in Appendix D.

Machine learning is a fast-growing area of computing and a branch of artificial intelligence focussed
on the creation and use of algorithms that imitates the behaviour of humans. Applying the
techniques used in this field could overcome the previously mentioned flaws in current phishing
email protections (Mahadevkar et al., 2022). This project will focus on the analysis of the email body,
the content of the email, as this often gives many clues on the legitimacy of an email and is not a
greatly explored area of analysis in this field. Analysis of natural language in computing is called
natural language processing (NLP) (Oswald Campesato, 2021). For text to be used in a machine
learning algorithm the text needs to be converted into numerical values through a technique called
text vectorisation. Many algorithms exist for this including word2vec, glove, BERT, etc. (Istvan
Uveges and Ring, 2023). These algorithms will be evaluated to determine the best candidate for this

project.

Report Structure

This report is split into chapters to aid in the comprehension of its contents and make clear
distinctions between these sections. Chapter 2 will cover the background on the topic areas that will
be relevant to this research project, explaining relevant terminology used when present. The
relevant pre-existing works from journals and conferences will also be critically analysed. Chapter 3
will discuss the methods used in data gathering, developing the model, and the evaluation of the
model’s success in detecting phishing emails. Chapter 4 will expand upon and implement the
evaluation methods discussed in Chapter 3. Chapter 5 will expand upon the findings from Chapter 4
by talking about the project as a whole and making and discussing if the project can be considered
successful and the limitations of the proposed model, this section will also compare the results of
this project to other attempts of using machine learning to detect phishing attacks. Finally, Chapter 6

will demonstrate how the model could be used as part of a commercial system for an email client.



Chapter 2 — Background & Literature Review

2.1 Background

2.1.1 Background Introduction

This section will develop further the terminology used throughout this project as well as to aid
readers in the understanding of the topics pertaining to phishing and machine learning and how they
are relevant to this project. The motivation and reasonings for the project will also be highlighted

throughout.

2.1.2 Social Engineering

Humans, be they individuals or staff of organisations, often form the weakest part of a system's
security due to humans’ susceptibility to being deceived. Social engineering is a term used in cyber
security to describe the techniques of deceiving individuals in order to manipulate them into
revealing sensitive information, to gain access to valuables, or to install malware which may be used
in additional cybercrimes (Zieni, Massari and Calzarossa, 2023). Social engineering attacks often use
emotions as a way of fooling their victims, exploiting fear, excitement, curiosity, anger, and guilt is

commonplace due to these emotions’ effectiveness (Al-Thani, 2022).

2.1.3 Phishing
The MITRE ATT&CK (Adversarial, Tactics, Techniques and Common Knowledge) framework is a
matrix that describes the stages of a cyber-attack lifecycle. Phishing falls under the initial access

section of this framework leading to the next phase, execution (MITRE, 2024).

Phishing is a type of social engineering attack in which the attacker poses as a legitimate source such
as the victim's bank. There are numerous vectors used to carry out a phishing attack. Some common

types are:

e Spear phishing. Attackers often gather information about a group of people to make the
success rate of their attack higher.

e Vishing. Voice phishing are attacks that are carried out over the phone.



e Website Phishing AKA HTTPS Phishing. A malicious website which has likeness from other
sites the user subscribes to such as online banking or social media sites.

e Email Phishing. The victim receives a deceptive email. These are often sent en masse so they
often direct users to other types of phishing vectors such as websites.

e SMS Phishing AKA Smishing. In this attack, the victim receives an SMS text (Thakur and
Pathan, 2020).

There are many more types of phishing attacks and new tactics are constantly sought after by
attackers as new methods of phishing are more likely to be successful. New methods of attack or
new vulnerabilities in a system are called ‘zero-day’ attacks or ‘zero-day’ vulnerabilities (Sarhan et

al., 2023).

2.1.4 Phishing Emails

This project focuses on defending against phishing email attacks as previously stated they are the
most common for typical users. Phishing emails also encompass a few other types of phishing attack
which all use emails as a vector for sending messages; Spear phishing, which has been previously
mentioned, as well as ‘Whaling’ which targets high-value email inboxes such as chief officers of a
company who have more money or more powerful account details to steal. This project will develop

a solution that helps both common users and specific demographics (Leonov et al., 2021).

The existence of such attacks highlights that phishing emails pose a threat to every individual
irrespective of their status or position and that nobody is immune to the techniques involved in this
social engineering attack. These kinds of attacks are also so prevalent as they are so simple that they
do not require the attacker to have any technical knowledge beyond sending an email to be

performed (IBM, 2023).



2.1.5 Spam Filters

Most users will have email clients that include a spam filter, but third parties do offer spam filter
services (Microsoft, 2024). Spam filters rely on a few different methods to detect that an email is
illegitimate, however, they often have flaws, especially when applied in certain scenarios. Spam
filters can be configured to use an allowed list of emails that they can receive from while blocking all
others, this is known as a whitelist. An organisation may want to use a whitelist if they only want to
receive emails from others inside the organisation (Das, Ahuja and Pandey, 2021). However, if one of
those emails were to be compromised the filter would be bypassed allowing phishing emails to be

sent by a trusted source.

Alternative to whitelists, spam filters can also contain a blacklist which disallows certain domains or
IP address ranges from being received by a potential victim. This can be configured manually or by
using a pre-determined and regularly updated list held by the creator of the spam filter (Fan and
Yuan, 2022). However, this may cause problems if legitimate communication is happening where
one of the senders is from a country in which sending spam emails is common such as India or
Russia. This can occur if the ISP reassigns an IP address from a malicious entity to a legitimate one

(Statista, 2022).

Spam filters also scan the email for trigger words, which if contained in the email immediately flag it
as spam. Depending on the word list used, which in some email clients cannot be changed, this may
be problematic if a commonly used word pertaining to legitimate traffic is part of that list (Kaddoura
et al., 2022). Attackers can easily avoid triggering trigger word scanners by using similar-looking
characters such as the Cyrillic letter ‘En’ (H H) which looks identical to the Latin letter (H h)

(Asselborn et al., 2021).

While spam filters offer a reasonable amount of protection it only requires one successful attack to
cause devastating effects. Spam filters also do not analyse the context of the email and the overall

language used, hence the need for a better method that can use this aspect.



2.1.6 User Education

Social engineering based attacks are often successful due to the average user not being
technologically minded and miss the signs of a phishing email such as peculiar hyperlinks, subtly
different spellings, and recognition of social engineering tactics etc. As email is such an important
part of working life, organisations will often give phishing training to their staff to avoid them falling
for phishing attempts (Sutter et al., 2022). Despite training, some phishing attacks can be very
sophisticated and fool some educated users, so other defences should be in place in the event of
this. However, regardless of the number and effectiveness of defences user education should always
be used as a last line of defence as no solution is 100% effective and helps foster a sense of security

within the organisation leading to better following of security procedures.

2.1.7 Machine Learning

Machine learning as previously stated imitates the behaviour of humans using algorithms and
statistical models. The goal of a machine learning model in this context would be to tag each email
as part of two groups, phishing or legitimate. These groups are already defined, and the machine
learning model will not be looking for patterns not already designated, this kind of problem of
sorting entities into predefined groups is called a classification problem (Mueller and Massaron,
2021). The alternative to a classification problem is a regression problem which aims to find a
matching numerical value, this will not be used as it is not relevant to this project (Beheshti et al.,
2022). Some classification algorithms also produce a confidence level of high sure it is that the entity

matches the predicted classifier.

Machine learning algorithms produce a ‘model’ which is used to make the predictions. This model
needs to be trained using a dataset. Training, or learning, can either be supervised or unsupervised.
Classification algorithms use supervised learning, in which all the elements of the dataset are already
labelled, in a phishing email dataset each email will be labelled as phishing or legitimate (Lee, 2019).
Unsupervised learning uses an unlabelled dataset with the machine learning algorithm identifying its
own patterns, and clusters the data into its own groups. Using this strategy may be advantageous to
identify novel phishing email attack techniques that may not be present in a labelled dataset. This
project will focus on using classification algorithms with supervised learning as the groups needed
can be easily defined (Sinaga and Yang, 2020). The specific algorithms to use will be decided after

the exploratory data analysis as this will give insight into which ones may work best.



2.1.8 Benefits of Machine Learning

Machine learning has the potential to have many benefits that could give them an edge in accuracy
over traditional spam filters and user education. Machine learning algorithms cannot be influenced
by social engineering techniques, unlike humans, using such techniques would only increase the
likelihood of an algorithm flagging the email as a potential phishing attack as it senses the use of the
social engineering techniques and associates them with phishing attacks, unlike spam filters which
would not detect any usage of these techniques (Lopez and Camargo, 2022). The techniques used
may even be subtle and a human may not realise they are in use, this may also be influenced by the
time of day, alertness, focus etc. These problems are not relevant to a machine learning algorithm as
they are deterministic, meaning they provide the same result given the same data regardless of

these factors. This makes them more reliable at detecting phishing attacks (Zhou, 2021).

As previously mentioned, machine learning algorithms can establish a baseline of normal behaviour
given relevant data. This means that commonly used words in a particular industry that may be
trigger words as part of a spam filter will not immediately flag the email as untrustworthy. Following
a similar logic the issues mentioned with white and black lists become less of a problem using
machine learning as normal expected traffic can arrive to the inbox while phishing attacks can be
blocked even if they originate on the same IP address or from within the organisation. Establishing a
normal baseline behaviour also helps to mitigate the likelihood of a successful zero-day attack by

flagging an email that does not follow the norm (Hashim, Medani and Attia, 2021).

2.1.9 Text Vectorisation & NLP

The goal of Natural Language Processing (NLP) is to allow machines to interpret human-readable
media such as documents. This can be done through the use of natural language datasets and using
rule-based logic or probabilistic methods to apply tags, or ‘embeddings’, to words or sentences.
Using NLP for detecting phishing attacks will allow for a machine learning algorithm to consider the

context and nuances of an email when deciding its legitimacy (Rawat et al., 2022).

The inputs to a machine learning model are called the features which are always numerical values.
For non-numerical values such as images or text to be used as a feature of a machine learning model
it must be converted into ‘embeddings’ using an appropriate technique (Nwanganga and Chapple,

2020). For this project, the text of an email must be converted to text using text vectorisation.



Many text vectorisation techniques exist but many of them would not be appropriate for this
project. For example, Bag of Words (BoW) uses tokenisation, which means breaking the document
down into smaller parts called tokens, in this case into singular words and computing the frequency
of them into a matrix (Yan et al., 2020). A more useful technique for creating embeddings is
‘word2vec’ which uses neural networks, part of another subsection of machine learning called deep
learning. Word2Vec represents each word as a vector of numbers of some size ‘n’, these values map
the word to its semantic meaning this allows synonymous words and likely next and previous words
to be found. However, using word2vec would not take into account the semantic meaning of whole
sentences, only individual words, potentially missing out on context cues that would be obvious to a
human (Hendrawan, Utami and Hartanto, 2022). A more likely candidate for this project is BERT
(Bidirectional Representation from Transformers) which looks at the words around the current
target to establish some context of the word even if it is not known in its dictionary. this has
particular benefit to phishing emails as they commonly contain misspelt words or strange characters

to obscure text readers found in spam filters (Anggrainingsih, Hassan and Datta, 2023).

2.2 Related Works

2.2.1 Related Works Introduction

This section discusses the difficulties and research challenges that researchers face when applying
machine learning to counter and defend against phishing attacks and how to overcome these
difficulties such as data scarcity. It also analyses several research strategies used by researchers in
these fields starting with data gathering and cleaning methods, followed by feature engineering
techniques and model selection. Finally, this section will discuss how researchers can evaluate their

final solution and the performance metrics that can be calculated to compare between models.



2.2.2 Research Challenges

In comparison to legitimate emails, phishing emails are rare. This causes a problem when attempting
to train a machine-learning model to detect them. As previously stated, machine learning models
require a large dataset to learn the pattern in the data, and without enough data, the model is likely
to have a low accuracy (Bagui et al., 2019). Furthermore, if an organisation would like the model to
be trained on their own data to better avoid trigger words incorrectly flagging emails, internal emails
will need to be used in the dataset. This can be problematic if the emails contain confidential
information which in many cases cannot legally be used to train models under the General Data
Protection Regulation (GDPR) (GDPR, 2013) and the UKs Data Protection Act (Data Protection Act,
2018). As a result, this may leave a blind spot in the model for detecting sensitive information which
may be relevant for spear phishing and whaling attacks or blackmailing the release of some

information.

Feature selection can have many difficult decisions in this area. If a researcher decides to include the
sender IP address as a feature to train the machine learning model this may cause complications. IP
addresses can be spoofed to look as if they came from a legitimate individual therefore not
identifying the email as a phishing attempt (Fonseca et al., 2021). This shows it is important to
consider the effects of including some features in their contexts and weigh the pros and cons of their

inclusion to improve accuracy.

As the strategies of attackers develop and change over time to bypass existing security methods,
machine learning models trained on old emails become less effective at detecting new emails.
Circumvention of spam email filters has already been done using strategies mentioned in this
document, and as machine learning becomes more accessible, workarounds will be found for
machine learning based phishing email detection (Karim et al., 2023). For this reason, researchers
are looking into deep learning to continually train models as new data is fed into them to learn new

circumvention techniques used by malicious actors.

If the machine learning model is to be deployed across multiple industries the vocabulary used in the
dataset must reflect the diversity for optimal accuracy. Additionally, if the model is deployed
internationally, it may be prudent to consider multiple models per language. Training a single model

on multiple languages may reduce the overall accuracy compared to a single-language model.
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2.2.3 Current Use of Machine Learning in Phishing Email Detection

To some extent, machine learning has already been applied in phishing email detection. Many
studies focused on the application of neural networks, used in deep learning, which simulate the
neurons on the brain. However, this type of machine learning requires larger amounts of data to
function, unlike traditional machine learning languages which can function on a more minimal
dataset yielding a higher accuracy compared to a neural network on the same data (Karim et al.,
2019). Neural networks are also more susceptible to inaccuracies when encountering data far
outside the expected range called outliers. They are also susceptible to an effect called overfitting in
which the model becomes so accustomed to the input data that it cannot accurately predict new
instances of a phishing email as it only expects very closely related emails like in its training data, in a

sense the model is not broad enough (Do et al., 2022).

Many studies focus on specific aspects of the email that are not the body’s content, such as attached
documents which may contain malicious code, and URLs which are the links to other content which
may lead to a phishing website. The exclusion of aspects of the emails such as the body may lead to

obvious phishing attacks being missed by not analysing the context of the email (Sun et al., 2021).

2.2.4 Common Research Strategies & Evaluation Methods

Machine learning research typically follows a pattern to develop its results reliably. Researchers
often emphasise and define their goal in the project, so no unnecessary resource is consumed on
unrelated or tangential ventures. As previously mentioned, machine learning requires a large
dataset that a model can be created from. This data can be gathered from various sources such as
publicly accessible datasets from websites such as Kaggle, or self-sourced using web scraping,

sensors etc. (Krawczuk et al., 2021)

To create the model without causing an error or crash the data must be cleaned which involves the
following removing missing data values, removing outliers of the data which may have been included
by mistake, and removing duplicate data so as to not introduce bias into the model. Many
researchers will also choose to perform an exploratory data analysis and create diagrams and a
summary of data, this process may expose further problems relevant to the research question that
must be rectified before proceeding (Dasari and Varma, 2022). From the data researchers then
choose and create the features they wish to use in the machine learning model, this may also
include the creation of features from the combination of two or more other features. Reducing the
number of features in this way can reduce the time required to complete training. The selection and

creation of features is called feature engineering (Kumar and Makkar, 2020).
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The final set of data is then divided into training and testing data into roughly 70% and 30%
respectively, some researchers may choose slightly varying amounts, but training is overwhelmingly
more common to be the largest portion. Training data is used to create the machine learning model,
and the testing split is used to evaluate the model’s effectiveness on unseen data. This split is done
as testing the model on the same data that it is trained on would yield an accuracy of 100% and
would not be representative of real-world performance (Alhogail and Alsabih, 2021). Deep learning
models would also have a split for validation data, which is used for fine-tuning the model. This set
needs to be included for deep learning as deep learning models continually train, the models used in
this project do not require validation data to be used as they can be tuned without training on

additional data (Sahingoz, Buber and Kugu, 2024).

Machine learning models are evaluated using a series of metrics which can be calculated using a

confusion matrix as shown in Table X.

Actual Values

Positive Negative
Positive True Positive (TP) False Positive (FP)
Predicted
Negative False Negative (FN) True Negative (TN)

Table 1 Confusion Matrix

Confusion matrices show the number of correctly predicted entities as well as the incorrect ones for

false positives and false negatives. They are used to calculate the following:

e Accuracy. The overall percentage of the testing data that was correctly identified.

(TP+TN)

o Accuracy = ——————
y (TP+FP+TN+FN)

e Precision. The percentage of the data that is precited positive that the model got correct.

TP

o Precision = ——
(TP+FP)

e Recall / Sensitivity. The percentage of a specified classifier that the model correctly

predicted.

TP

o Recall=————
(TP+FN)
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e Specificity. In a way specificity is the opposite of recall, in that it is the measure of the

model's incorrect predictions.

TN

o Specificity = TNLFP)
e F1 Score. This is a combined value of the model's precision and recall.

__ 2 XPrecision XRecall

o F1=

Precision+Recall

(Sun et al., 2021)

These metrics are important to consider for the selection of a model for a final deployment in a
piece of software as an organisation may not mind a high number of false positives if it had a high

recall.

2.2.5 Project Direction

The purpose of this project is to overcome the limitations of traditional spam filters and user
education by making use of machine learning algorithms. This is done in an attempt to yield a higher
accuracy of detection on phishing emails over spam filters. Machine learning could have a higher
accuracy due to its pattern recognition and semantic analysis abilities. This will be done by
leveraging the use of the body of the text as features using text vectorisation instead of associated
media such as attachments, URLs, and the email's metadata (the data that describes an email that is

partially hidden from a user, including elements such as IP address) (Hickey, 2020).

13



Chapter 3 — Methods

3.1 Methods Introduction
This section of the report will detail the methods used for different aspects of the project such as
data gathering, data analysis, and machine learning training. This section will also briefly discuss the

outcomes of these methods and any issues encountered in their execution.

3.2 Pragmatism

This project addresses a real-world problem, so a pragmatic approach is beneficial to use for this
project. Using pragmatism allows techniques and methods to be added or removed from the
development process as more information is acquired. This approach can be beneficial as switching
or adding more appropriate methods can lead to decreased complexity or cost, reduced
development or run time, yield better results etc. (O’leary, 2021). This project could benefit from a
pragmatic approach by switching between different machine learning algorithms to find a better

result, this would greatly benefit the progress of objective 3.

3.3 Qualitative & Quantitative

Qualitative and Quantitative research are both types of research methodologies. Qualitative
research aims to identify and define meanings, behaviours, and patterns. The data involved in this
research is often textually based which may be acquired through surveys and interviews.
Quantitative research focuses on the development of facts and results often derived from the
processing and analysis of numerical data. As this project involves the gathering of data and
obtaining metrics such as accuracy, part of objective 4, this project qualifies as qualitative research

(Ajimotokan, 2022).
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3.4 Software Development Life Cycle
Software development life cycles (SDLC) govern how a project is to be completed to reach the final
product. The SDLC is generally comprised of 6 steps that form a circular flow i.e. it is repeated

continually until the project is discontinued.

1. Planning — This stage requires a list of requirements to be made that must be completed for
a prototype to be developed and considered acceptable for release. Requirements are
sorted into functional, which describe what the system will do, and non-functional
requirements which describe how the system must perform. The requirements can be
gathered through interviews with clients and prospective users of the software. Creation,
documentation, analysis verification etc. of requirements is called requirement engineering

(Bass, 2023).

2. The second stage of the SDLC outlines the design of the system and how it should be
implemented. The results of this stage vary depending on the project. One example of a
deliverable for this stage is unified modelling language (UML) diagrams which describe the

files of a software project.

3. The design is then implemented and developed into working software following the

guidelines set out in the second stage (Wysocki, 2019).

4. The next stage is for the code to be tested to ensure no problems will arise in the final
software. This stage is separate from any evaluation stage and just ensures proper execution

of the program without crashing.

5. Inthe deployment stage, any issues found in the previous stage are corrected and retested

so that the software is ready for release.
6. Finally, the software receives ongoing support by receiving bug fixes and additional new

features. New functionality may be added after repeating the first step of gathering new

requirements, the rest of the cycle then repeats for this new feature (Hughes, 2016).
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As this project is not set for public release, the SLDC will be implemented by the continual
development and improvement of a prototype and a model that will be evaluated each time.
However, the methodology described above represents a stricter methodology to software design
called ‘waterfall’. While this methodology proves useful when creating software for systems that
cannot be repeatedly tested, such as the software used by NASA on spacecraft (Yuchnovicz, 2018), it
may become a hindrance if newer, better methods are found feeding into a pragmatic approach.
Other methodologies exist such as ‘agile’ and ‘spiral’ that allow developers to more freely move
around the stages covered to improve upon the design and implementation without being locked
into the first design (Phillips, 2019). This project could benefit from these more pragmatic
approaches by the change of the model’s parameters. This project will use the spiral methodology as

agile is more suitable for a team-based project with multiple developers.

3.5 Data Gathering

Data gathering is the process of collecting data and preparing it for a purpose. For this project, the

data must be prepared for input into a machine-learning model.

3.5.1 Dataset Collection
The dataset used for this project has been sourced from a popular dataset repository called Kaggle

(Kaggle, 2023).

Email Text Email Type
re : 6 . 1180 , disc : uniformitarianism , re ... safe Email
the other side of * galicismos * * galicismo *... Safe Email
re : equistar deal tickets are you still avail... Safe Email
\nHello T am your hot 1il horny toy.\n I am... Phishing Email
software at incredibly low prices ( 86 % lower... Phishing Email

date a lonely housewife always wanted to date ... Phishing Email
request submitted : access request for anita .... Safe Email
re : important - prc mtg hi dorn & john , as y... Safe Email
press clippings - letter on californian utilit... Safe Email

empty Phishing Email

Figure 1 Initial Data
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As shown in Figure 1, the dataset contains the body of the email with the label of safe or phishing
email. This dataset was chosen for its simplicity and realism. All the datasets used in this project fall
under the GNU Lesser General Public License. As this project has modified the dataset extensively
and transformed it into other forms, it is classified as a derivative work and must be open-sourced

with the same license applied (Free Software Foundation, 2016).

3.5.2 Data Cleaning

Some of the emails contain data that may not be able to be processed. The data has been cleaned
using Python, and a library for data handling called Pandas to read the comma-separated value (CSV)
file that contains the emails. Several steps were involved to clean the data, without the cleaning of
data, errors or bias can occur in the training or the resulting model (Li et al., 2021). Many of the rows
also contained only URLs, while this may help with the indication of phishing emails, it is not within

the scope of this project to develop additional features around these, so they have been removed.

For text to be interpretable by computers it must be expressed in numerical forms called an
encoding system. The American Standard Code for Information Interchange (ASCIl) is one of these
encoding systems. Ascii only includes alphanumeric characters as well as some symbols, this
excludes characters from other languages as well as characters like emojis which are often found in
an encoding system called Unicode (Groote et al., 2021). Text vectorisation techniques may be
incompatible with these characters not inside of the ASCII standard so emails containing them have

been removed.
Below includes the type of data that was removed and the quantity that met the removal criterion.

e Empty rows/values — 533
o URLs—744
e Non-ascii emails — 1257

e Duplicate rows —453
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3.5.3 Exploratory Data Analysis

Upon exploration of the data, a scatter graph (See Figure 2) revealed an email of enormous length
that made further analysis challenging. This was removed as an outlier that is likely to have been
included in the dataset as an error. To avoid further problems, emails above 10000 words in length
were removed, it is important to note that this will not decrease the effectiveness of the model on

longer-length emails.

A histogram, in Figure 3, has also been created to show the lengths of the emails. From this, we can

deduce the vast majority of the emails are below 500 words in size with the mean being 282 words.

Calculating the same statistics for each group individually, like in Figure 4, shows that safe emails,
which have a mean length of 302 words, tend to be slightly longer than a phishing email, which has a
mean length of 250 words. This indicates that including the length of an email would be an

important feature to include.

Word frequency analysis reveals that the most common words in the emails are what are known as
stop words, the most frequent can be found in Figure 5. These words such as “the”, “in”, and “and”
are unimportant to the meaning of the sentence and just complete the structure. In NLP tasks it may
prove beneficial to remove the stop words to not provide unnecessary input to machine learning
algorithms and models (Desai, Saini and Bafna, 2022). However, as the text vectorisation technique
used in this project uses the context of the email in its technique, it is currently unknown if the stop

words will be a detriment or benefit to the model’s accuracy.

Another technique that could be applied at this step is lemmatisation. This technique reduces the
inflected forms of words down to the root word, or ‘lemma’. For example, the words: “Changed”,
“Changes”, and “Changer”, will all be reduced to just “Change”. This also strips words of affixes,
indications of gender, tense etc. Lemmatisation is important as compound words with many
language features, can be mapped to the same meaning. Without using this technique some text
vectorisation algorithms may not be able to assign values to more complex words (Kowsher et al.,

2020).
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Figure 4 Histograms Showing Length of Emails by Type

Figure 5 Most Common Words in Emails

The remaining data leaves the following email quantities:

e 9735 Safe emails

e 5645 Phishing emails

These have been visualised in Figure 6. As previously noted, for the machine learning model to have
a higher accuracy the dataset must be imbalanced to represent the ratio imbalance between

phishing and safe emails.
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Figure 6 Bar Chart Showing Split of Email Types

3.5.4 BERT-Based Text Vectorisation & One-Hot Encoding

As previously mentioned, before the data can be used in a machine learning model it must be
converted, or ‘vectorised’, into text. This project uses BERT to vectorise text using a pre-trained
model developed by Google. BERT uses a dictionary to tokenise words, for example, the word
‘overestimated’ would likely only contain ‘estimate’ with ‘over’ and ‘d’ being tokenised with hash
symbols to denote they are part of the same word (‘over#’, ‘estimate’, ‘#d’). Each token would then
be converted to a list of 768 numbers that link to meanings (Gémez-Pérez, Denaux and Garcia-Silva,

2020).
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One-hot encoding is a method of converting a finite set of categorical data categories into denary
values so that they can be used as part of a machine-learning model. For example, red, green, and

blue can be encoded as follows:

e Red—>0
e Blue>1
e Green—>?2

(Yuetal., 2020)

This project will use one-hot encoding to convert the labels of the emails (i.e. phishing or safe

emails) to numerical values as follows:

e SafeEmail 20
e Phishing Email 2> 1

3.6 Machine Learning

3.6.1 Algorithms & Justification
Many machine learning algorithms exist, each with their own strengths and weaknesses. For this

project the following algorithms have been chosen:

1. Random Forest (RF)

2. Support Vector Machine (SVM)
3. Logistic Regression (LR)

4. Ensemble (RF + SVM + LR)
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Random Forest:

The RF algorithm is a collection of decision trees, as shown in Figure 7. A decision tree is a structure
that represents possible decisions to be made from the start called the root node, they also contain
subsequent decisions based on the previous decision called branches. The branches all lead to a final

decision at the ending ‘leaf’. The leaf nodes decide on the outcome of the whole model by way of

majority voting (Wei, 2023).
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Figure 7 Random Forest Example

RFs have the advantage of handling much more complicated tasks than a single decision tree with a
higher degree of accuracy. This machine learning algorithm is also more robust than other models
being less susceptible to overfitting. RF can be very computationally expensive, especially as the

number of trees increases consuming more memory, this also increases the training time for the

model (Ubels et al., 2020).
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Support Vector Machine:

SVMis classify an item by drawing the best line between the two sets of data like in Figure 8. The
testing data is classified by seeing where new information would be plotted on either side of the
line. SVMs are also capable of classifying numbers of classes above two by using multiple equations

of different types as in Figure 8 (Chen et al., 2022).
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Figure 8 Linear SVM
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Figure 9 Three Zone SVM with Different Kernels

SVMs can be very effective when dealing with a high number of dimensions as they are equated to a
lower number. This is especially useful for this project as there is an effective total of 768 features,
the condensing of the dimensions also makes an SVM more memory efficient than alternative
algorithms. However, as the data is classified by data points sitting on either side of a definitive
boundary, classification tasks where the classes overlap would perform very poorly using an SVM

(Kurani et al., 2021).
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Logistic Regression:

Logistic regression is a classification algorithm that is closely related to linear regression. The
algorithm works by calculating the probability of an instance being a part of one of the classes. This
probability is then plotted on a sigmoid curve, like in Figure 10. A threshold is set for what
probability is required for the algorithm to evaluate the instance as the select classifier. An example

is included in Figure 11 (Pampel, 2021).
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Figure 11 Logistic Regression Example
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Logistic regression requires more assumptions of the data than other models so cannot be used in
many cases such as the assumption that all data points are independent from each other (one does

not affect the others) etc (Nwanganga and Chapple, 2020).

Ensembles:

An ensemble model can be created by combining the outputs from several other models. The final
decision of the ensemble model is created through hard or soft voting. Hard voting uses the majority
vote from the models, i.e. if two or more models vote phishing the result will be phishing and vice
versa for safe classification. Soft voting uses the mean of the output from regression models as well
as a threshold to determine the classification of an instance (Puneet et al., 2021). This project will
use a hard voting ensemble as the algorithms used as part of it are classification and not regression

algorithms, thus soft voting is not possible.

Ensembles do not guarantee an increase in the model’s performance. While they can benefit from
the strengths of multiple models, they also combine the deficits of each. This means that an
ensemble model can have a lower performance than one or more of the individual models used as a

part of the ensemble (Ramteke and Maidamwar, 2023).

3.6.2 Model Tuning

The machine learning algorithms used in this project all have modifications, called hyperparameters,
that can be changed to increase or decrease the performance of the algorithms. The process of
continually changing and retraining algorithms with different hyperparameters is called
hyperparameter tuning (Hoque and Aljamaan, 2021). Appendix A shows a list of executions made
with different algorithms, their associated hyperparameters, and evaluation metrics. The algorithm

with index 12 was the best performer found so will be used as part of the prototype in Chapter 6.
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Chapter 4 — Testing & Evaluation

4.1 Testing & Evaluation Introduction

This section of the report will outline how the models will be evaluated using standardised metrics
to express the model’s effectiveness in determining if an instance of an email is safe or a phishing
attempt. This section will also visualise these results and identify any weaknesses of the proposed
solution giving examples of commonly misclassified emails and possible reasonings for the model’s

failure in these cases.

4.2 Metrics & Explanation

As previously mentioned, accuracy, precision, recall, and F1 score are common metrics used to
evaluate the performance of a machine learning model. Looking at the table in Appendix A the
highest accuracy is given by model 12 with an accuracy of 98.5%. However, accuracy cannot always
be used in evaluating the performance of a model. Using multiple metrics is especially important
when using unbalanced datasets as misidentifying the minority class is more detrimental. For
example, if a dataset contained 98 safe emails and 2 phishing emails, the model would be likely to
identify all instances as safe, giving a 98% accuracy, this in theory is a very good result, but would fail
in actual deployment. This shows that it is necessary to use all metrics available in evaluation to

avoid this critical error (Agrawal, 2021).

For evaluating the effectiveness of the model produced in this project, it is prudent to take note of
the recall, as this is a measure of how many phishing emails were correctly predicted (Medeiros et
al., 2020). The reasoning behind this metric's importance is that it only requires a single successful
phishing email to compromise an organisation's security, so it is favourable to reduce the number of
false negatives (phishing emails being classified as safe) (University of Oxford, 2024) (BBC, 2020)
(NCSC, 2018). Another method of visualising recall is a receiver operating characteristic (ROC) graph.
The ROC graph for the best model found in this project is shown in Figure 12. The blue line
represents the performance of a random classifier (predicting at random), a visual aid is displayed in

Figure 13 showing the performance of the model is very good (Aslam and Ali Bou Nassif, 2023).
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In addition to manual input of hyperparameters, a parameter grid can be used to run many
combinations in succession, these ‘grid searches’ are also included in Appendix A. The use of grid
searches requires a lot of time to complete due to every permutation needing to be tested, this is
called an exhaustive search (Li et al., 2020). This gives grid searches a time complexity of O(n X p*)
where p is the number of dimensions and x is the dimensions length. Time complexity is a

mathematical representation of how long an algorithm will take to run (Ndiaye et al., 2019).

The highlighted model in Appendix A is the best performer in all metrics except precision being
outperformed by only one other model. Due to the reasons above the highlighted model will still be
referred to as the best model as it has the best recall score. This model will be the furthest analysed

in the remainder of this chapter as well as the model used as part of the prototype in Chapter 6.

2500
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1500
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1000

500

Predicted label

Figure 14 Model Confusion Matrix

Metrics for the model:

e Accuracy: 0.985045513654096
e Precision: 0.977541371158392
e Recall: 0.98160237388724

e F1Score: 0.979567663606751
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Lemmatisation and stop word removal were also applied in an attempt to improve the model’s
performance. However, this only led to a slight detriment. The results of these attempts can be

found in Appendix A and Appendix E.

4.3 Results of Traditional Spam Filter

The vast majority of commercial spam filters are closed source, meaning the exact methodology
used to determine an email's legitimacy is unknown (Kochhar et al., 2019). Additionally, testing
these emails would require many emails to be sent to an inbox via a commercial server, this may
invoke the server to flag the sending testing email account or IP address as spam and the account
deactivated or the IP being blacklisted, resulting in the test being incomplete (Ferreira et al., 2021).
For these reasons, a simple spam filter has been created that checks for the presence of 769 trigger
words. If an email contains any of the words/phrases in the list, the filter predicts it to be a phishing

email.

Using this local method of testing for a traditional spam filter has the drawback of not including
metadata such as IP address, sender country, time etc. However, the NLP-based system proposed by
this project also does not have access to these so one does not have an advantage over the other in

textual-based analysis.

Calculating the same metrics used for the machine learning approach, the traditional spam filter

yields the following results:

e Accuracy: 0.6332899869960988
e Precision: 0.5609756097560976
e Recall: 0.004074402125775022

e F1Score: 0.00809004572634541

With a confusion matrix shown in Figure 15.
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These results show that the accuracy of the filter is above random guessing, which would be 50%,
with a result of 63%. However, as previously mentioned recall is more important for this application
as only one phishing email attempt needs to be successful for an entire system to be compromised.
The spam filter misidentified 5622 phishing emails as legitimate, much higher than 31 from the
machine learning model. This shows that the machine learning model is much more effective and

relies much less on user education as a defence against phishing email attacks.

In addition to testing on the primary dataset, the model has been evaluated on a second unseen
dataset of phishing emails. By attaining predictions on this second dataset, it is possible to estimate
the efficiency on new emails that may contain different writing styles to the training data of the

primary dataset. The results of the model on this data are as follows:

e Accuracy: 0.957166673791305
e Precision: 0.9373780277809666
e Recall: 0.9470540477847367

e F1Score: 0.942191195984538

The confusion matrix and ROC graph are included in Appendix F.

34



This information shows that while the model is not as performant on a second dataset, it does still
yield reasonable results for detection. The reason for the loss in performance could be any of the

following:

e Domain Shift — Trends in phishing emails have changed in the time, location, or industry
(Akrout et al., 2023).

e Overfitting — The model has become too accustomed to the data of the first dataset
(Horenko, 2020).

e Nuance — The second dataset may contain some nuance that is not present in the primary

dataset, so the model fails in these instances (Mills, de Silva and Alahakoon, 2020).
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Chapter 5 — Demonstration Prototype Development

5.1 Prototype Introduction

A prototype has been developed to illustrate how such a model could be implemented into a

commercial piece of software as a standalone application.

5.2 Email Interception
In order for the model to be used there must be some method to acquire the emails in the inbox.
The ultimate prototype created is simply a Python application that can run in the background of a

machine locally, there were numerous reasons for this:

e Integration into an existing popular email client would necessitate the learning of another
language namely JavaScript or Visual Studio, which is outside the scope of the project.

e BERT is not able to be integrated using Visual Studio (Microsoft, 2024b).

e As BERT and machine learning are computationally expensive, running the application in a
browser could form complications if the browser in question limits resource use.

e Loading the model each time the email client is opened online may cause frustration in
loading times for the model (Fargose et al., 2022).

e Browsers and local email clients are plentiful and often updated, ensuring compatibility
across different software and versions adds significant complications to implementation

(Witte, 2022).

For the reasons outlined above the prototype was chosen to run as a local script, this ensures
compatibility across email domains as long as the email is based on IMAP (Internet Messaging Access

Protocol). Some examples of popular emails that implement IMAP are:

e  Microsoft Outlook

e Windows Mail

e Google Gmail

e Apple Mail

e Mozilla Thunderbird (Google, 2024)
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The program runs on a loop and can be minimised to the taskbar. The program reads the current list
of unread emails and extracts the body text. This is then vectorised by BERT and fed into the model.

An activity diagram showing the program execution can be found in Appendix C.

5.3 Warning the User

At the start of the execution, the program launches an instance of an IMAP server, logged in with the
credentials provided by the user. If a spam email is detected the program sends an email to its own
inbox warning the user with information on the subject and date/time to aid the user in identifying
the correct email, See Figure 17. As the warning email is not a phishing email, any email that is from

the user's own account is discounted and not fed into the model or vectorised.

phishydetect@outlook.com S S~
To: You Tue 19/03/2024 13:04

You have recieved an email suspected to be a phishing attempt with the subject: Test1 on Mon,
4 Dec 2023 at 14:10:12

<~ Reply > Forward

Figure 16 Example Warning
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Chapter 6 — Qutcome & Discussion

6.1 Outcome & Discussion Introduction

This section will evaluate the success of the project as a whole and the aims and objectives set out
from the start. This section will also discuss the limitations of the model with the relevant legal,
social, and ethical implications of the results and the model’s usage in detecting phishing emails. The
results from this project will be compared to existing results from researchers and make mention of

any future work that can be done by others to improve upon the results of this project.

6.2 Project Success

The outcomes of this project have shown that the use of BERT and machine learning can be an
effective way of detecting spam emails. The use of these methods has also shown to be more
effective than a traditional spam filter that uses trigger words as a means of detection, with

justification for the importance of specific metrics over others to promote a safer overall system.

6.3 Limitations

As this project only focuses on the body of the text, email attributes such as URLs, subject headers
etc. will not be checked and could lead to obvious phishing attacks being misclassified. Furthermore,
this project has a significant reliance on the BERT text vectorisation library. While this library is open
source, it could become closed off if decided by Google (Devlin and Chang, 2018), making future
models unusable may decrease the effectiveness of this project’s solution over time due to changes
in language, trends, or colloquialisms (Rodina et al., 2021). The use of BERT also limits the project's
feasibility to only English-speaking applications. While other BERT models do exist for multilingual
operation, they are likely to have decreased accuracy and larger file size, leading to longer

vectorisation time (Thin et al., 2022).
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6.4 Social, Legal & Ethical Problems

The use of a model of this kind also has some legal, social, and ethical implications. If the model is to
be trained on any sensitive data from a company, such as names, addresses, etc. laws surrounding
data protections such as GDPR will apply, and the organisation must take steps to avoid data

breaches and make the owners of the data aware of this practice in a privacy policy (GDPR, 2013).

One social concern that is important to note is that it is likely that emails written where the sender’s
English skills are less advanced than that of training data, will be flagged as a phishing attempt. This
is because many phishing attempts originate from countries where the first language is not English
lowering the English literacy in these regions. Figure 16 shows the origin of phishing emails showing

that Russia is the highest producer (Kaspersky, 2022).

(Kaspersky, 2022)

Figure 17 Origins of Phishing Emails by Country

To ensure the use of the model created in the project is ethical, if the model is used in a commercial
solution users must be warned that the predictions made by the model cannot be trusted implicitly
as the model does not have a 100% accuracy. User education must be used alongside any developed

software.
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6.5 Comparisons to Other Studies

Other studies have attempted to classify phishing attempts based on vectorisations of their text.
While this section only analyses three of the studies in this field, they can be considered
representative of the current state-of-the-art as the main difference between the studies is the use
of different vectorisation techniques and different machine learning models with little to no
deviation in methodology. Mambina, Ndibwile and Michael’s study focussed on Swabhili smishing
attacks and achieved an accuracy of 99.8% (recall was not a used metric in this study), they achieved
this result by using random forest and a text vectorisation technique called term frequency-inverse
document frequency (TF-IDF). This vectorisation technique gives a ranking of importance to each
word of the text (Mambina, Ndibwile and Michael, 2022). Possible reasons for the study’s higher

accuracy in comparison to this project are:

e Text messages may be easier to identify than emails due to their tendency to be shorter in
length and more direct.

e Text messages may be more suited to TF-IDF than BERT is to emails.

e Swahili may be an easier language to detect phishing attacks for.

e The dataset may make a clearer distinction between phishing and safe messages. This would
allow the machine learning model to have higher confidence as the two classifiers are

dimensionally further apart.

Specific to email text classification, a study by Ahammad et al. achieved an accuracy of 96%
accuracy. This study also did not use a recall metric, so the accuracy will be used as a comparison.
While the study does not explicitly mention the text vectorisation used, it is likely to be Bag of Words
(BoW) based on the following quote: “Words with the most frequency have the highest intensity as
compared to the less frequent words. By interpreting the different frequency words, manually made
a corpus of 100 phishing related words (these words are manually taken based on true knowledge
and experiences in fraud mails)” (Ahammad et al., 2022). Using BoW likely led to the lower accuracy
of 96% in this study in comparison to this project’s 98%. This is because BoW is a very primitive NLP

technique and does not utilise any sentiment assignment (Denecke, 2023).
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Another study aims to identify the use of persuasion cues in phishing emails as a means of
classification. Valecha, Mandaokar and Rao, 2021, used persuasion cues as another feature in
addition to Word2Vec to achieve a recall of 94.2% (Valecha, Mandaokar and Rao, 2021). While this
score is lower than this project, it is likely due to the vectorisation choice of Word2Vec. BERT has
superior results to word2vec as it is bidirectional and context-specific whereas word2vec only looks
at a singular word (Ji et al., 2019). The use of persuasion cues likely aided the model’s performance

so could be used in combination with BERT to achieve even better performance.

6.6 Future Work

Machine learning methods are very computationally intensive, leading to training times being days
to complete a grid search of many parameters. If the project had more time, then better
hyperparameters could be found to increase the performance of the model. As the number of
features increases so too does the computation time (Pandit et al., 2022). A method of feature
removal exists that limits the loss of the additional information from these features called principal
component analysis. This method works by linearly combining multiple features to a specified
number that is representative of the original values. However, it is important to note that a PCA
does lose some information so would thus lower the metrics values (Bhatia, 2020). PCA has not been
used in this project as it is unlikely that better parameters gained from more training time would
produce better metrics that exceed that of the model with the original feature set. This is due to the

low variance found between the metrics of the models, parameter to parameter.

As previously mentioned in Chapter 3.5 Stop word removal and lemmatisation could aid in the
model’s detection of phishing emails by removing redundant words and word affixes. However, the
removal of these words and language features could reduce the model’s performance by removing
important context from the email body. This project made a brief attempt at stop word removal and
lemmatisation, and although the model was not improved it is possible it could improve the results if
used in combination with PCA, or through more extensive grid searches that are more suited to this

new data (Hafeez and Nikhila Kathirisetty, 2022).

There are many more machine learning algorithms beyond Support Vector Machines, Random
Forest, and Logistic Regression. Due to time and resource constraints, it was possible to test these
additional algorithms which may be more suited to this task. As mentioned in Chapter 2.2,
researchers are also looking into the application of deep learning which could improve upon this

model provided a suitably large dataset is found (Harikrishnakumar et al., 2019).
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This project only uses the body of the text for semantic analysis, studies such as the one from
Sameen, Han, and Hwang focus on the detection of phishing URLs using machine learning. Adding
the URL as a feature to this project's model could improve the performance, as well as the addition
of email metadata such as sending email, subject header etc. Additionally, the models could be used
in tandem with a voting classifier (Sameen, Han and Hwang, 2020). It is important to note however,
that the increased number of features or voting could increase the time required to classify incoming
emails, this latency could then allow some phishing attempts to be successful, so future work should
find a balance between increased accuracy and the time taken to classify. Future work could also be
done in combining many datasets to create a more generalised model more capable of detecting

nuanced data.
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Chapter 7 — Conclusions

This project has addressed the severity and damage that can be caused by phishing email attacks in

the modern world to individuals and organisations. Through a background and literature review, the
current techniques of both traditional spam filters and machine learning approaches to tackling this
problem have been established and problems with each identified, completing the first objective set

out in the introduction.

Leveraging the use of data gathering techniques and data enrichment such as data cleaning, one hot
encoding etc. a suitably large dataset of phishing emails was acquired and prepared for the use of
training this project's model, satisfying objective 2. Through the use of this data and hyperparameter
tuning, a sufficiently performant model was found demonstrating the potential of machine learning
to overcome the flaws of traditional spam filters, with the machine learning approach achieving
higher accuracy than the spam filter. While the machine learning model does have great potential it

is important to note its limitations which have been discussed, completing objective 4.

This project has also shown how the model could be used in a commercial piece of software to
enhance the security posture for IMAP-based email users. The software takes the form of a Python
script that runs in the background and warns users of incoming phishing attacks via an email

warning, completing objective 3.

The development of the machine learning model in this project represents a significant step towards
improving the email security landscape and safeguarding users from associated cyber threats. By
continuing research and implementing methods talked about in the future works section the model

could be improved to further increase effectiveness.
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Appendices

Appendix A
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Appendix B

Required Python Libraries:

Format: library_name==version

e joblib==1.2.0

e matplotlib==3.6.3

e nltk==3.8.1

e numpy==1.24.1

e pandas==1.5.3

e scikit_learn==1.3.2
e scipy==1.13.0

e torch==2.2.1+cul2l

e transformers==4.38.2

Please note the following:

e Many files within the artefact require file paths to be changed to function as desired.

e The machine learning scripts have certain functional sections commented out such as grid
searches. If the grid search functionality is desired, please comment out the code from the
best model (SVM) and uncomment the grid search while changing the estimator’s variable

name.
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Appendix C
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local IMAF servers
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Appendix E

Stop word removal confusion matrix:

True label

Predicted label

Stop word removal ROC graph:

Receiver Opecating Characteristic (ROC)
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Lemmatisation confusion matrix:

True label

Predicted label

Lemmatisation ROC graph:

Receiver Operating Characteristic (ROC)
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Stop word removal and lemmatisation combination confusion matrix:

True label

Predicted label

Stop word removal and lemmatisation combination ROC graph:

Receiver Operating Characteristic (ROC)
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Appendix F

Second dataset confusion matrix:

True label

Second dataset ROC graph:

Predicted label
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